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1300-1330: DIB-VDP Pilot 101

1330-1400: Operations Overview

1400-1430: Technical Overview

1430-1445: Onboarding

1445-1500: Q&A
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◼ White Hat Vulnerability Discovery

◼ Three major components

• A policy which provides clear guidelines for conducting 

crowdsourced vulnerability discovery activities directed at your 

Information Systems

• A secure and protected channel for white hat security researchers 

to report issues with the promise of safe harbor

• An internal process for validating, triaging, and remediating 

vulnerabilities in an appropriate and timely manner 

◼ What a VDP isn’t

• Bug Bounty event

• Red team

• Incident Response
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◼ Hacker-Powered Security
• An additional layer to an organization’s cyber defense-in-depth strategy

• Thousands of ethical hackers in our formation

◼ Reduce Your Attack Surface
• Discover vulnerabilities that already exist on your networks

• Canary in the Coal mine keeps you left-of-boom

◼ Zero Cost of Entry
• Utilize the DoD’s existing resources

• Integration into existing processes

◼ Adversary Emulation
• Ethical hackers use same TTPs

• A well trained and equipped force
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IoT Cybersecurity Improvement Act of 2020
“a contractor, or any subcontractor thereof at any tier, providing an 

information system (including Internet of Things device) to the Federal 

Government.”

OMB Memorandum M-20-32
“VDPs are among the most effective methods for obtaining new insights 

regarding security vulnerability information and provide high return on 

investment.

DHS CISA BOD 20-01
“At 2 years after the issuance of this directive, all internet-accessible 

systems or services must be in scope of the policy.”
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◼ We run the largest VDP in the world

• Over 27,000 Vulnerabilities processed in 4 years

◼ Battle hardened team with SMEs in cyber defense

• Our passion. We eat, live, and breathe this stuff!  

◼ Instant turn key customized service

• You select what is in scope for the researchers

• Instant access to us via Slack, email, and telephone

◼ Access to the VRMN: the DC3 developed Vulnerability 

Report Management Network

• Customized dashboard per company, live metrics and reports 
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Triage Validate
Severity 
Rating
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◼ Applications are being accepted today!

• First come, first served selection process

• Details at the end of the industry day

◼ Limited seats for only 20 companies

• Those after 20 will then be placed on a waiting list

• If we expand then expect a call from DC3 and be ready to roll out

◼ Your information, vulnerabilities, and systems will be 

protected and placed into individual data silos

• We don’t and won’t share with ANYONE without your consent

◼ We are committed and invested in your cyber hygiene
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OBJECTIVES:
• Identify DIB-VDP Pilot Program vulnerability report 

processing best practices

• Familiarize participants with the essential roles, 

responsibilities, and workflow of the DIB-VDP

• Provide a real-world view of vulnerability reporting 

workflow from submission to mitigation close out

• Spark questions from participants who wish to 

volunteer for the DIB-VDP Pilot Program

• Identify DIBCO participant On-Boarding process
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SCENARIO:

• On February 11, 2021, a vulnerability was discovered 

• The white-hat researcher viewed sensitive information on a 

DIB-VDP Participant’s publicly accessible information system

• This vulnerability permits unauthorized access and data 

retrieval using Insecure Direct Object Reference (IDOR)

• The security researcher provided a detailed Proof of Concept 

(PoC) with the vulnerability report 

• The company will be notified to remediate the vulnerability prior 

to being accessed by an adversary

• How can being a participant in DIB-VDP Pilot Program help you?
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ESSENTIAL ROLES

• WHITE-HAT RESEARCHER

• DIB-VDP DEDICATED COORDINATING AUTHORITY (DCA)

• DIB-VDP VULNERABILITY CYBER ANALYSTS

• DIB-VDP PARTICIPANT
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UNDERSTAND THE FLOW
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REPORT THE HACK

RESEARCHER ACTIONS

• Report the vulnerability in HackerOne (H1)

• Researcher will show Proof of Concept 

(PoC) in depth

• The DIB-VDP Vulnerability Cyber Analysts 

ensures all information is accessible to the 

system owner via the DIB-VDP Vulnerability 

Report Management Network 

(DIB-VDP VRMN)
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HACKERONE SAMPLE REPORT



UNCLASSIFIED

PROOF OF CONCEPT SAMPLE
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VULNERABILITY TRIAGE & VALIDATION

• DIB-VDP Vulnerability Cyber 

Analysts triaged and confirmed 

the submission is valid

• DIB-VDP determined severity is 

critical due to the PII found by 

the Researcher

• DCISE or DCSA DIB-VDP 

Participant identification is 

validated for report workflow
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RESEARCHER ENGAGEMENT SAMPLE
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REPORT PASSES TO ASSIGNED DCA

• The DIBCO’s DCA will contact the

DIB-VDP Participant to initiate the 

vulnerability fix action

• Immediately pass any requests for 

information to DIB-VDP Vulnerability Cyber 

Analysts via the unified collaboration 

platform (UCP)
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PROACTIVE DIB-VDP ACTION

• The DIB-VDP Participant system owner 

performs the fix action to mitigate the 

reported vulnerability

• Communicates with their assigned DCA 

for additional requests for information 

• Requests the report be closed via 

DIB-VDP VRMN after mitigation 

fix action has been performed
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MITIGATION ASSESSMENT

• DIB-VDP analyst review mitigation 

actions to ensure DIBCO assets are 

secured

• If mitigation is not successful, the 

report will be returned to DIBCO for 

additional fix action

• If mitigation is successfully 

validated the ticket will be closed in 

DIB-VDP VRMN



UNCLASSIFIED

DIBCO VULNERABILITY MITIGATED

• The DIBCO can now work in 

confidence that the reported 

vulnerability has been mitigated 

• We develop a trust-based partnership 

with the DIB-VDP companies to 

provide defense-in-depth protection
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◼ WHOAMI

• John Repici CTO DoD VDP

• From the Great State of South Jersey

o Racing in the Streets

o Down Thunder Road

o In a Land of Hope and Dreams

• 20+ years IT/InfoSec

• 20 @Lockheed Martin

• Just hit one year anniversary as CIV @DC3

• Level 15 Dwarf Cleric

• Yes, I don’t smile much…see bullet point 3
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◼ People

• Crowd sourced whitehat “researcher” community

• Our internal analysts and leaders

◼ Process

• Report Workflow

• Standards and Requirements - NIST

◼ Technology

• Standard tool usage and TTPs

• Commercial vulnerability disclosure platform

• Vulnerability Report Management Network (VRMN)
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◼ People
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◼ People

• Whitehat “researcher” community

o Backbone of VDP success

o Over 2000 participants in DoD VDP since inception

o From noobs to million dollar a year researchers

• Our internal VDP team

o Skilled cyber analysts and practitioners – makers and breakers

o Experienced cyber leadership 

o World class customer support and engagement

◼ People drive everything we do, process and 

technology just better enable us.
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◼ Standards
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◼ Process

• Streamlined report workflow and process via VRMN/Jira

• NIST

o SP800-53r5

▪ RA5(11) Public Disclosure Program

o SP800-171 w/ technical interpretation

◼ Interesting to note – FedRAMP and DoD are already 

implementing 800-53r5 

• When will SP800-171 be revised with these new controls? BOD 

20-01, IoT Cybersecurity Improvement Act 2020…supply chain 

breaches in headlines. I think sooner rather than later so best to 

be ready for a change.
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◼ Technology
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◼ Integrations

• Platform – Hackerone FedRAMP IL2

• Backend – Jira Core/VRMN w/ Docker, Kubernetes, GitHub

• Collaboration – Slack FedRAMP IL2

• API Integrations – Data Enrichment

o Security Trails

o Shodan

• Analysts Tools

o Open engagement network

o Kali Linux and low CM control 

o Burp Suite Pro – Only commercial “hacker” tool in use

o AWS – VPN and remote shells on the fly
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◼ This is a FREE service!

◼ Things we can do for you

• Possibly give you some guidance for fix actions at your own    

risk – don’t let prod also be test

• Advise you to the technical control you are non compliant with –

how does this translate to a NIST control

• Point you to industry or commercial best practice 

• Point you to resources that might help you apply a fix action

◼ Things we can’t do for you

• Code reviews

• Access your assets remotely and apply mitigations

• Enforce system compliance and/or assume your risk



UNCLASSIFIED



UNCLASSIFIED

DIBCO ON-BOARDING QUESTIONS
• WHAT ASSETS WILL BE RESEARCHED IN THE DIB-VDP 12-MONTH PILOT?

– DIBCO Participants identify their publicly access information system assets 

• WILL MY ORGANIZATION’ S REPORTS BE DISCLOSED?

– No, all organizations information is anonymized

• DO WE NEED IN-HOUSE EXPERTISE TO MITIGATE REPORTED VULNERABILITIES?

– How many personnel should we dedicated to vulnerability mitigation?

– Will we need to use a 3rd party technical support?

– Will participation in the DIB-VDP Pilot affect existing contractual vendor agreements?

• WHAT IF WE CANNOT MITIGATE THE REPORTED VULNERABILITY BY THE DEADLINE?

– Or wish to accept the risk as a mitigation strategy?
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DIBCO ON-BOARDING INSTRUCTIONS

Email to:

DIB-VDP@dc3.mil

DIB-VDP Pilot Program 

Participant Request 

Forms accepted 

from February

12 through 26, 2021

20 Participant Companies
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DIBCO ON-BOARDING INSTRUCTIONS
https://www.dc3.mil/
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DIBCO ON-BOARDING INSTRUCTIONS
https://www.dc3.mil/



UNCLASSIFIED

DIBCO ON-BOARDING INSTRUCTIONS
• DIB-VDP Feasibility Study

• DIB-VDP Pilot Program Participation Request Form

• Email to: DIB-VDP@dc3.mil



UNCLASSIFIED

QUESTIONS?

https://www.dc3.mil/ DIB-VDP@dc3.mil

A Federal Cyber Center

https://www.dc3.mil/
mailto:DIB-VDP@dc3.mil

